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Annex 1 — Agenda

Day 1
Duration: 1 day (6 hrs)

Contents:
B Introduction to Cyber-Security International Standards

B Automotive Standards for E/E System

B Automotive Network Control System

B The Concept of Automotive Cyber-Security Design and Testing
B Integration with the Functional Safety ISO 26262

B Case Study

Day 2 and Day 3

Duration: 2 days (6 hrs per day)

Contents:

Introduction to ISO/SAE 21434

Aspects of Overall Cybersecurity Management

Comparison to Functional Safety Management of ISO 26262
Requirements in projects related to Cybersecurity Management
Methods of Risk Assessments

Phases of product development

Concept Phase

Product development (System, SW & HW)

Comparison to the Safety Lifecycle of ISO 26262
Cybersecurity Validation

Requirements for production, operation and maintenance

CACSP on-line Exam (Qualification) 1hr

1-hour on-line exam to achieve the title CACSP (Certified-Automotive Cyber Security Professional)
The qualification CACSP is valid for five years.

After five years, the qualification may be extended for another five years by attending a refresher
multiple choice test.

For re-qualification, it is necessary to demonstrate that the CACSP-qualified person has been actively
working in cybersecurity for a minimum period within the preceding three years and has participated
in relevant continuing professional development.
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