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Cybersecurity Assessment Solutions @ onward
for Connected Devices
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* Acquired NCC

2014 - 2016 L IO 2018
security testing

e Equipped with laboratory e Released Security * The only authorized
2G/3G smart grid certification Vulnerability Study third-party lab in
and automobile e Processed smart at International Taiwan
CANbus testing grid security Conference: * Acquired IPCAM for device testing
capability assessment DerbyCon/ and security testing and security

» Acquired the APP capability CODEBLUE lab certification of assessment
accreditation from - Entered IloT/IACS * Equipped with smart bus for Alexa built-In
MOEA market with Bluetooth/BLE * Established IQ Lab - DREfLEE

* Acquired the security assessment Security international
ISO/IEC 17025 service and product Assessment certificate lab
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I Enabling Customers to Meet Product Security @g@ygrg
and Compliance Needs
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Secure Your
Own World!
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I Core Business and Solutions @ onere
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Compliance @j Assessment (’“} Security
Services N\ Services V"~ Products

Supported by our
professional team
and keeping up to
date

Save USDS400,000+
cost of cybersecurity
assessment every
year

One-stop services
for cybersecurity
compliance
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I Compliance Services - ) onwerd
Secure-by-Design Implementation
We make compliance easy
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SECURITY

Assessment Services - @ onward
Product Security Assessment and Certification

Fulfill most cybersecurity requirement you need

Our reports accepted by
10+ global buyers and governments and
150+ test items and keeping up to date

Assessment Certification
loT Products AVS (Amazon Alexa)
lloT Products Embedded Systems (ISO 17025)
Automotive Products IP Cameras (ISO 17025)
Radio Frequency Intelligent Bus (ISO 17025)
(RF, Wireless, Cellular) Mobile App (ISO 17025)

Smartphone (ISO 17025)
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Automated Product Security Assessment Platform

The mitigation of product vulnerability in a cost-effective manner

Threat sources

SecFlow
/\

Internatlon

Malware

?0

Security Team

PM/RD/Security
) '\ Team
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SecDevice product

Help you find the
vulnerabilities

.

RD/QA/Security
Team
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Level 1
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$ sudo netstat -atnup
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0.0.0.0:8000 G 0.0.0:* LISTEN 65563 /python
tcp6 :::80 1 ¥ LISTEN 65554 /apache2
udp .1.1.14:68 G 1.1.1:67 ESTABLISHED 53754/NetworkManage
udp .0.0.0: .0.0.0:* 24813/inetutils-ine
udp .0.0.0:* 1023/syslog-ng

:~% sudo nmap -sS -Pn 127.0.0.1
Starting Nmap 7.80 ( https://nmap.org ) at 2020-05-27 22:36 EDT
Nmap scan report for localhost (127.0.0.1)
Host is up (0.0000070s latency).

Not shown: 998 closed ports
PORT STATE SERVICE
80/tcp open http
8000/tcp open http-alt

Nmap done: 1 IP address (1 host up) scanned in 0.16 seconds

© 2020 Onward Security Corp. All rights reserved. 11
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' THANK YOU

Leading Brand in Cybersecurity Compliance Solutions
© 2020 Onward Security Corp. All rights reserved. Tel: +886-2-8911-5035
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https://www.onwardsecurity.com/
https://www.facebook.com/onsectw/
https://www.linkedin.com/company/onward-security/
https://twitter.com/onwardsecurity/
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